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MISION PERMANENTE DE MEXICO

Embajador Baso Sangqu
Presidente del Comité establecido

de conformidad con la resolucion 1540 (2004)
del Consejo de Seguridad

Nueva York, a 18 de julio de 2012.

Tengo el honor de informar sobre el Programa de colaboracién en materia de
proteccion fisica y gestién de materiales nucleares, bioldgicos, quimicos y radioldgicos,
para apoyar la instrumentacién de la resolucion 1540 del Consejo de Seguridad de
Naciones Unidas, entre el Gobierno de México y el Comité Interamericano contra el
Terrorismo de la Organizacion de Estados Americanos (CICTE). Como es de su
conocimiento, este Programa cuenta con el apoyo técnico del Grupo de Expertos del
Comité 1540 y de la Oficina de Asuntos de Desarme de la Organizacién, socios

estratégicos del CICTE.

Sobre el particular, me permito informar que tras diversas consultas entre

autoridades mexicanas y el CICTE, particularmente el Comité Especializado de Alto Nivel

en materia de Desarme, Terrorismo y Seguridad Internacionales (CANDESTI), las partes

concluyeron y acordaron el Plan de Capacitacion Integral. (Se remite anexo).




Quisiera reiterar la intencién de nuestro pais de llevar a cabo el Programa de
colaboracion citado, en coordinacién con el CICTE y sus socios estratégicos, asi como
solicitar el apoyc de los Estados Miembros del Comité, a través de la plataforma de
cooperacion de este drgano subsidiario del CSONU, con el propdsito de obtener recursos

para su financiamiento y ejecucion.

En este sentido, deseo solicitar el apoyo del Comité para identificar, mediante su
plataforma de cooperacién, posibles Estados u organizaciones que pudieran colaborar
con recursos o experiencia para la instrumentacion de dicho Plan. El Gobierno de México
otorga la mas alta prioridad a las actividades de cooperacion internacional, por lo que
realizara los esfuerzos necesarios para la cabal instrumentacién del Programa, con el

interés primordial de fortalecer las capacidades nacionales en materia de no proliferacion.

Finalmente, mucho se agradeceré la circulacién del Programa como documento
oficial del Consejo de Seguridad con la intencién de solicitar la cooperacién de los

Estados para la instrumentacion del Plan de Capacitacion Integral.

Aprovecho la ocasion para reiterarle las seguridades de mi mas atenta y

distinguida consideracion.

Luis Alfonso de Alba
Embajador

Representante Permanente
ante Naciones Unidas



PILOT PROGRAM — MEXICQ — Work Outline Proposal 2011 — 2013

* Year 1: 1 research visit (Canada or

- : e 5 . .
1.1 Expert Visits: Spain)}, 7-10 people, 5 days in duration

Combat strategy for
proliferation and WMD
terrorism {Canada, Spain,
Brazil and Argentina}

* Year 2: 1 research visit (Canada or
Spain), 7-10 people, 5 days in duration

Pilot Program
Partners +
Counterparts in
Canada, Spain,
Argentina, Brazil

“3. Decides also that all States shalf take and enforce effective
measures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biological weapons and their
means of delivery, including by establishing appropriate controls
over related materials and to this end shall:

(a} Develog and maintain appropriate effective measures to
account for and secure such items in production, use, storage or
tronsport;

(b) Develop and maintain appropriate effective physical protection
measures;

(¢) Develop and maintain appropriate effective border controls
and law enforcement efforts to detect, deter, prevent und combat,
including through international cooperation when necessary, the
ilicit trafficking and brokering in such items in accordance with
their national legal authorities and legislation and consistent with
international faw;

(d) Establish, develop, review and maintain oppropriate effective
national export and trans-shipment controls over such items,
including appropriate lows and regulations to controf export,
transit, trans-shipment and re-export and controls on providing
funds and services related to such export and trans-shipment such
as financing, and transporting that would cantribute to
proliferation, as well as establishing end-user controls; and
establishing and enforcing appropriate criminal or civil penalties
for violations of such export control laws and regulations;”

“7. Recognizes that some States may require assistance in
implementing the provisions of this resolution within their
territories and invites States in a position to do so to offer
assistance as appropriate In response fo specific requests to the
States lacking the legal and regulatory infrastructure,
implementation experience and/or resources for fulfilling the
above provisions;”

“9, Calls upon all States to promote dialogue and cooperation on
nonproliferation so as to address the threat posed by proliferation
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of nuclear, chemical, or biological weapons, and their means of
delivery;”

“10. Further to counter that threat, calls upon alf States, in
accordance with their national legal authorities and legisfation
and consistent with international law, to take cooperative action
to prevent illicit trafficking in nuclear, chemical or biological
weapons, their means of delivery, and related materials;”

I. 2 The role of agencies in
the combat of proliferation
and WMD terrorism; 1.1
Best international practices:
the strategy and roles of
agencies in response to
cases of proliferation and
WMD terrorist incidents;
1.2 inter-agency
coordination in response to
cases of proliferation and
WMD terrorism; 111.1 Best
international practices: the
strategy and roles of
agencies in recuperation in
cases of proliferation and
WMD terrorist incidents;
111.2 Inter-agency '
coordination on resilience
related to terrorist incidents
with WMDs;

*Year 1: 1 Specialized inter-agency
warkshop specializing in best practices,
5 days in duration {1 day prevention, 1
day responses, 1 day recovery, 2 days
of inter-agency crisis management
exercises at the strategic level}

* Year 2: 1 Specialized follow up inter-
agency workshop specializing in best
practices, 5 days in duration (1 day
prevention, 1 day responses, 1 day
recovery, 2 days of inter-agency crisis
management exercises at the strategic
level follow up)

Pilot Program
Partners +

“3. Decides also that all States shall take and enforce effective
measures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biclogical weapons and their
means of delivery, including by establishing appropriate controls
over related materials and to this end shall:

(a) Develop and maintain appropriate effective measures to
account for and secure such items in production, use, storage or
transport;

(b} Develop and maintain appropriate effective physical protection
measures;

(c) Develop and maintain appropriate effective border controls
and law enforcement efforts to detect, deter, prevent and combat,
including through international cooperation when necessary, the
iflicit trafficking and brokering in such items in accordance with
their national legal authorities and legislation and consistent with
international law;

(d} Establish, develop, review and maintain appropriate effective
national export and trans-shipment controls over such ftems,
including appropriate lows and regulations to control export,
transit, trans-shipment and re-export and controls on providing
funds and services related to such export and trans-shipment such
as financing, and transporting that would contribute to
proliferation, as well as establishing end-user controls; and
establishing and enforcing appropriate criminal or civil penalties
for violations of such export control laws and regufations;”

“7. Recognizes that some States may require assistance in
implementing the provisions of this resolution within their
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territories and invites States in a position to do so to offer
assistance as appropriale in response to specific requests to the
States lacking the fegal and regulatory infrastructure,
implementation experience and/or resources for fulfilling the
above provisions;”

“9. Calfs upon all States to promote dialogue and cooperation on
nonproliferation so as to address the threat posed by proliferation
of nuclear, chemical, or biological weapons, and their means of
defivery;”

“10. Further to counter that threat, calls upon all States, in
accordance with their national legal authorities and legislation
and consistent with international law, to take cooperative action
to prevent illicit trafficking in nuclear, chemical or biological
wedapons, their means of delivery, and related materials;”

1.3 Legislative harmonization
as part of a national strategy
far the combat of
proliferation and WMD
terrorism

* Year 1: a) 1 legislative technical

assistance mission {international
expert meetings — national authorities
+ 1 day workshop with legislative
program editors); 3-4 days in duration;
b) Foilow up using technical
recornmendations

* Year 2: a) 1 legislative technical

assistance mission follow up; 3-4 days
in duration

Pilot Program
Partners + UNODC
+

2. Decides also that all States, in accordonce with their national
procedures, shall adopt and enforce appropriate effective laws
which prohibit any non-State actor to manufacture, acquire,
possess, develop, transport, transfer or use nuclear, chemical or
biological weapons and their means of delivery, in particular for
terrorist purposes, as well as attempts to engage in any of the
foregoing activities, participate in them as an accomplice, assist or
finance them;
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1.4 Best internationat
practices concerning
licensing patterns of WA,
GA, and GSN. Casesin
England, Germany, Spain,
Argentina, and Brazil

* Year 1: Technical assistance mission

{3 days of sectoral meetings +
specialized workshop, 1 day in
duration

* Year 2: follow up Technical assistance

mission

Pilot Program
Partners +

“3. Decides also that olf States shall take and enforce effective
meugsures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biciegical weapons and their
means of delivery, including by establishing appropriate controls
over related materials and to this end shall:

(a) Develop and maintain appropriate effective measures to
account for and secure such items in production, use, storage or
transport;

{b) Develop and maintain appropriate effective physical protection
measures;”

“g. Calls upon aif States to promote dialogue and cooperation on
nonproliferation so as to address the threat posed by proliferation
of nuclear, chemical, or biological weapons, and their meuans of
delivery,”

“10. Further to counter that threat, calls upon alf States, in
accordance with their national legal authorities and legisiation
and consistent with international law, to fake cooperative action
to prevent ifficit trafficking in nudlear, chemical or biological
weapons, their means of delivery, and related materials;”

Final Version, July 14th 2011




1.4b Panel of experts:
Emergency threats
concerning WMD terrorism
and proliferation; 1.5
Reconnaissance of QBRNE
materials of dual use and
vector systems; 1.5b Inter-
agency coordination in the
prevention and detection of
cases of proliferation and
terrorism linked with
WMDs;

1.6 WMD Risk analysis {use,
users, and final destination}

* Year 1: A single event that includes:
a) 1 specialized workshop on WMBP
threats, reconnaissance of materials,
and risk analysis related to WMD,

3 days in duration; b} 1 inter-agency
crisis management exercise, 1 day in
duration; ¢} 1 practical exercise
regarding reconnaissance of materials,
1 day in duration

* Year 2: A single event follow up that
includes: a), b) and c}

Pilot Program
Partners +

“3. Decides also that alf States shall take and enforce effective
measures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biclogical weapons and their
means of delivery, including by establishing appropriate controls
over related materials and to this end shall:

{a) Develop and maintain appropriate effective measures to
account for and secure such items in production, use, storage or
transport;

(b) Develop and maintain appropriate effective physical protection
measures;

{c) Develop and maintain appropriate effective horder controls
and law enforcement efforts to detect, deter, prevent and combat,
including through international cooperation when necessary, the
illicit trafficking and brokering in such items in accordance with
their national legal authorities and legisfation and consistent with
international law;

{d) Establish, develop, review and maintain appropriate effective
national export and trans-shipment controls over such ftems,
including appropriate laws and regulations to control export,
transit, trans-shipment and re-export and controfs on providing
funds and services related to such export and trans-shipment such
as financing, and transporting that would contribute to
proliferation, us well as establishing end-user controls; and
establishing and enforcing appropriate criminal or civil penalties
for violations of such export control laws and regulations;”
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1.6b Security in WMD —
Health sector

* Year 1: 1 specialized workshop in
WMD and Health Security; 3 days in
duration

* Year 2: 1 specialized workshop follow
up

Pilot Program
Partners +
WHO/OMS

“3. Decides also that alf States shall take and enforce effective
measures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biological weapons and their
means of delivery, including by establishing appropriate controls
over related materials and to this end shali:

{a) Develop and maintain appropriate effective measures to
account for and secure such items in production, use, storage or
transport;

{b) Develop and maintain appropriate effective physical protection
measures;”

I1.7a Prevention and
detection of illicit trafficking
in customs and borders

* Year 1: a) Technical visits concerning
best practices and methadologies for
the procedures in progress; 2 days in
duration, 1 land border ocutpost, 1
port, and 1 airport (thus, 6 days total);
b) Mexican-trained trainers conduct
training at other border crossings; c)
Creation of a hemispheric network of
contact points specializing in customs
and border security (secure OAS
network) in order to exchange
information

* Year 2: a) and b) follow up;

c) development of network —
incorporation of new countries to the
network

Pilot Program
Partners + WCO +
OPCW + IAEA

“3. Decides also that all States shall take and enforce effective
measures to establish domestic controls to prevent the proliferation of
nuclear, chemical, or biological weapons and their means of delivery,
including by establishing appropriate controis over related materials
and to this end shail:

{a} Develop and maintain appropriate effective measures to account
for and secure such items in production, use, storage or transport;

{b} Develop and maintain appropriate effective physical protection
measures;

{c) Develop and maintain appropriate effective border controls and
low enfarcement efforts to detect, deter, prevent and combat,
including through international cooperation when necessary, the iflicit
trafficking and brokering in such items in accordance with their
national iegal authorities and legisiation and consistent with
international low;

{d) Establish, develop, review and muintain appropriate effective
national export and trans-shipment cantrols over such items, including
appropriate laws and regulotions to control export, transit, trans-
shipment and re-export and controls on providing funds and services
related to such export and trans-shipment such as financing, and
transporting that would contribute to profiferation, as well as
establishing end-user controls; and establishing and enforcing
appropriate criminal or civil penalties for violations of such export
control laws and regulations;”
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I.7b Law Enforcement:
Investigation and
intelligence on WMD
terrorism cases and
proliferation; 11.5
Administration of Justice in
cases of WMD proliferation
and terrorism; I1.7 Joint
Research: Law Enforcement
and agencies with technical
and scientific capacities

* Year 1: 1 Workshop for investigators
and prosecutors specializing in analysis
and information sharing, investigative
technigues and prosecution; 3 days
duration; and 1 simulated investigation
as an exercise, 1-day in duration (4
days total)

* Year 2: 1 Specialized workshop
follow-up {includes a simulated
investigation as an exercise)

Pilot Program
Partners + UNODC
+

2. Decides also that alf States, in accordance with their national
procedures, shall adopt and enforce appropriate effective laws
which prohibit any non-State actor to manufacture, acquire,
possess, develop, transport, transfer or use nuclear, chemical or
biolegical weapons and their means of delivery, in particutar for
terrorist purposes, as well as atfempts to engage in any of the
foregoing activities, participate in them as an accomplice, assist or
finance them;

1.8 Counter-proliferation:
intersectoral coordination
strategies and best
international practices

Topic included in items 1.1, 1.2, 1.4 and
.5

Pilot Program
Partners +

N/A

1.9 Critical Infrastructure
Protection before WMD
terrorism

* Year 1: Workshop 6 days duration: 2
days energy seclor, 2 days water
sector, 2 days communication and
transportation sector

* Year 2: Follow up workshop

Pilot Program
Partners +

“3. Decides also that alf States shalf toke and enforce effective
measures to establish domestic controls to prevent the
profiferation of nuclear, chemical, or biological weapons and their
means of delivery, including by establishing appropriate controls
over related materials [...]"
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I1.3 Creation of specialized
reactive teams

* Year 1:

a} Technical Assistance Mission {2 days
of sectoral meetings + Specialized
workshop 1-day in duration for the
formulation of protocols for the
development and action of specialized
reactive teams)

h) Technical support ad hoc during the
conformation process

* Year 2: Follow up in relation to the
formation of teams and their
development

Pilot Program
Partners +
Member state with
experience in these
types of groups
{ex. US)

“3. Decides aflso that all States shall take and enforce effective
measures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biological weapons ond their
means of delivery, including by establishing appropriate controls
over related materials [...]"

H.4 Support agencies with
technical and scientific
capabilities for authorities in
cases of proliferation and
WMD terrorist incidents;
1.3 Medium and long-term
support of agencies with
technical and scientific
capabilities to advise other
Mexican authorities in cases
of proliferation and WMD
terrorist incidents

* Years 1-2:

a) Creation of a database of Mexican
and international experts

b) Once database is established, call a
meeting of the network of experts to
define objectives and operating
pracedures, frequency of meetings,
elc..

Mexican authorities
with support of
Pilot Program
Partners

“3, Decides afso that alf States shail take and enforce effective
meuastures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biological weapons and their
means of delivery, including by establishing appropriate controls
over related materials [...]"

“8. (d} To develop appropriate ways to work with and inform
industry and the public regarding their obligations under such
laws;”
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I.6 Forensic analysis in
cases of proliferation and
WMD terrorism

* Year 1: 1 Specialized workshop on
forensic techniques; 3 days in duration
with 1 day visit to forensic laboratory
site (4 days total}

* Year 2: 1 Specialized workshop follow
up

Pilot Program
Partners + Member
state with
specialized
experience {ex.
Canada or US)

“3, Decides also that all States shall take and enforce effective
measures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biclogical weapons and their
means of delivery, including by establishing appropriate controfs
over related materials and to this end shall:

{a) Develop and maintain appropriate effective measures to
account for and secure such items in production, use, storage or
transport;

{b) Develop and maintain appropriate effective physical protection
measures;

(¢} Develop and maintain appropriate effective border controls
and law enforcement efforts to detect, deter, prevent and combat,
including through international cooperation when necessary, the
illicit trafficking and brokering in such items in accordance with
their national legal authorities and legisiation and consistent with
international low;

{d} Establish, develop, review and maintain appropriate effective
national export and trans-shipment controls over such items,
including appropriate laws and regulations to controf export,
transit, trans-shipment and re-export and controls on providing
funds and services related to such export and trans-shipment such
as financing, and transporting that would contribute to
proliferation, as welf as establishing end-user controls; and
establishing and enforcing appropriate criminal or civil penalties
for violations of such export control laws and regulations;”

1.8 International
coordination in response to
cases of proliferation and
WMD terrorism

* Year 2: 1 Sub-regional Workshop
specializing in proliferation and WMD
terrorism; 3 days in duration; Mexico +
US + Canada and Central America +
international and regional
organizations

Pilot Program
Partners +

“3. Decides also that all States shall take and enforce effective
meuqsures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biclogical weapons and their
means of delivery, including by establishing appropriate controls
over related materials and to this end shail:

{a) Develop and maintain appropriate effective measures to
account for and secure such items in production, use, storage or
transport;
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{b) Develop and maintain appropriate effective physical protection
measures;

{c) Develop and maintain appropriate effective border controls
and law enforcement efforts to detect, deter, prevent and combat,
including through international coaperation when necessary, the
illicit trafficking and brokering in such items in accordance with
their national lega! authorities and legislation and consistent with
international law;

{d) Establish, develop, review and maintain appropriate effective
national export and trans-shipment controls aver such items,
including appropriate lows and regulations to control export,
transit, trans-shipment and re-export and controls on providing
funds and services refated to such export and trans-shipment such
as financing, and transporting that would contribute to
proliferation, as well as establishing end-user controls; and
establishing and enforcing appropriate criminal or civil penafties
for violations of such export control laws and regufations;”

“7. Recognizes that some States may require assistance in
implementing the provisions of this resolution within their
territories and invites States in a position to do so to offer
assistance as appropriale in response to specific requests to the
States lacking the legal and regulatory infrastructure,
implementation experience and/or resources for fulfilling the
above provisions;”

“9. Calls upon all States to promote diologue and cooperation on
nonprofiferation so as to address the threat posed by proliferation
of nuclear, chemical, or biclogical weapons, and their means of
delivery;”

“10. Further to counter that threat, calls upon all States, in
accordance with their national legal authorities and legistation
and consistent with international law, to take cooperative action
to prevent ilficit trafficking in nuclear, chernical or biological
weapons, their means of delivery, and related materials;”
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